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One in five Americans have reported falling victim to an online scam or attack, Center Forward Basics

with total costs ranging from $12.5 to $16.8 billion, a roughly 25% annual
increase from the previous year. However, those figures, as reported by the
Federal Bureau of Investigation and the Federal Trade Commission, respectively,
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do not account for the fact that the vast majority of scams go unreported, with an associations, corporations and
estimated three in four victims never filing a report with law enforcement. unions to find common
Furthermore, frauds and scams do not occur exclusively online, as criminals ground. Our mission: to give
continue to commit “in-person” frauds or use technology to perpetuate scams via centrist allies the information

they need to craft common

sense solutions, and provide
those allies the support they
need to turn those ideas into

other telecommunication channels.

Globally, 80% of consumers experienced an attempted scam in 2024, affecting
people of all age groups. In fact, younger generations are more likely to be targets

of cyber threats than older generations. Cyber scams have become so prevalent results

that cybersecurity and online safety are weekly concerns for many Americans, In order to meet our challenges

with 60% believing they will be scammed at some point. we need to put aside the
partisan bickering that has

As the volume and cost of this criminal activity has risen in recent years, federal gridlocked Washington and

officials have become more involved, even working with other countries and come together to find common

organizations to combat these schemes. However, much can still be done to fight sense solutions.

against fraud and scams. Solutions to combat the proliferation of scams will likely
incorporate both new and existing technologies, leverage existing laws and
require the crafting of new ones, and involve all levels of government. While this
Basic will focus on current scams targeting U.S. consumers and the federal
response, it is important to note that the list is by no means exhaustive, and both
state and federal authorities are taking additional actions against these criminals.
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visit www.center-forward.org

Fraud vs. Scams

Although often discussed together, fraud and scams are distinct forms of crime that differ in both the tactics they employ and the
protections available to victims.

Fraud involves unauthorized activity, such as identity theft or account takeover, where a criminal completes a transaction
without the victim’s knowledge or consent. Criminals rely on bypassing or defeating authentication, often through stolen
credentials, and because the activity is unauthorized, it is more likely to trigger certain consumer protections under existing
federal laws.

Scams are deceptive schemes or tricks used to cheat someone out of their money or other valuable assets. Scammers often use
false promises, misleading information, or deceptive activities to manipulate victims into giving up something of value. Often
scammers create a false sense of urgency, impersonate trusted institutions or family members, or coach the victim through the
steps of sending money. Scams can take many forms, including counterfeit or non-existent products sold on social media
marketplaces, phishing emails, fake profiles on dating sites, fake websites, fake job postings on job boards, among many others.
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Overview of Fraud and Scams

As fraud and scams have increased over the past few years, its nature has evolved as well. Reported losses from fraud and scams
continue to grow annually, aided by an explosion in technology and innovation that has both simplified consumer finance, but
also empowered bad actors to engage in more sophisticated and frequent illicit activities. International criminal organizations,
for example, are operating offshore facilities to target everyday Americans and use the illicit proceeds to finance human
trafficking and other nefarious activities. These same criminal organizations are also benefitting from emerging Al technologies
that are enabling greater scale and sophistication of these scams. These activities have prompted the Department of Justice to
launch a Scam Center Strike Force aimed at cracking down on these activities in collaboration with foreign government
partners.

Simultaneously, more “traditional” or “real-world” scams still occur, like staged car accidents. Many of these scams, too, have
begun adapting to current technology. For example, staged auto accidents are now using ride-sharing services, such as when an
individual working with others uses an Uber ride to facilitate an accident.

The evolving nature of fraud and its prevalence pose challenges for law enforcement, as a deliberate, slow process and limited
information sharing make it difficult to prosecute individuals responsible. Additionally, as more scams originate overseas and
among transnational organizations, U.S. law enforcement agencies may lack the jurisdiction or capacity to bring these criminals
to justice.

Spoofing and Robocalls

Robocalls and robotexts remain one of the most common tactics used to facilitate fraud and scams. Robocalls and robotexts are
automated or autodialed calls or texts, usually made without the receiver's permission. Robotexts work the same way, but with
texts. Robocalls and robotexts are often “spoofed,” meaning the ID of the original sender is obscured. Generally, a call or text is
spoofed to appear to be from a trusted source, such as the receiver's bank or a number in the receiver's area code. Unfortunately,
the rise in robocalls and robotexts has led to a parallel increase in the amount of money victims are losing to these scams. In the
first half of 2025, the amount of money lost rose 16% from the first half of 2024, driven by a phone call. On average, in the first
half of 2025, individual U.S. victims lost $3,690 to robocalls and $1,452 to robotexts. While the average loss may seem relatively
small compared to other frauds and scams, because these schemes are cheap and easy to commit, the value of each theft need
not be high to be profitable.

Legislation has been passed to require phone companies to install anti-robocall software and to implement other measures in
an attempt to prevent robocalls. In addition, the law established STIR/SHAKEN, a technology framework that companies can use
to combat these robocalls. However, not all telecommunication companies have fully implemented or complied with this
framework. While a lack of compliance may be contributing to the increase in robocalls and robotexts, new technologies and
techniques are also contributing to the recent rise. For example, SMS blasting is a new tactic that mimics a cell tower and sends
recipients a large number of texts in a short period. SMS blasters are not part of traditional cellular networks and are therefore
often not subject to federal protections. Additionally, more will need to be done to combat this growing issue. Currently, the FCC
is working on new rules to fight against robocalls and robotexts and policy makers may need to consider further legislation
against these scams.

ATMs & Crypto ATMs

Recently, scammers have targeted crypto ATMs, which allow users to purchase digital assets using cash or a debit card. Crypto
ATM payments operate quickly, irreversibly, and pseudoanonymously. While crypto ATMs display warnings about the risk of
scams and the irreversible nature of transactions, they remain a tool criminal actors exploit. The scam starts with an initial
contact with the victim, usually a phone call, text, or email, pretending to be a trusted source and relying on this trust to create a
sense of emergency. The scammer tricks the victim into believing they must urgently transfer funds and directs them to a crypto
ATM to deposit them. A scammer may send a QR code to the victim to use at a crypto ATM, which transfers digital assets into the
scammer’s wallet.
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Additionally, ATM fraud still occurs in the United States, including schemes such as stealth PIN capture at ATMs and “skimming.”
Recently, skimming cases increased by 77% from 2022 to 2023. Skimming is the use of a device inserted into a card reader or
software that reads credit or debit card information. This information can be used to either access someone’s account or
illegally replicate their card. Additionally, technologies such as hidden cameras and keypad overlays, which are placed over PIN
entry pads to record PIN keystrokes, are used to steal critical information from debit and credit cards.

Fraud in Digital Assets

Over the past decade, the adoption of digital assets in the United States has grown and so has frauds and scams targeting them.
One scam that has featured prominently in the news is a “rug pull.” A rug pull is when a digital asset is sold to investors under
seemingly legitimate circumstances. After the scammers have made enough money, they “pull the rug,” i.e., abscond with their
ill-gotten profits, leaving victims with a nearly worthless product.

Despite the high visibility of rug pulls, this fraud only accounts for an estimated 9% of stolen digital assets in the first three
quarters of 2025. Cybersecurity remains the largest risk for digital assets and their related software. Of the estimated $3.6
billion of stolen digital assets in the first three quarters of 2025, over $2 billion, or around 58% of thefts, occurred due to
operational or access-control failures. In addition, North Korea accounts for an estimated 56% of stolen digital assets,
highlighting the global nature of U.S. fraud. Phishing, where a fraudulent email is sent to mimic a trusted source, and other forms
of social engineering are the second most significant contributors to digital asset frauds and scams, contributing an estimated
21% of all total losses.

Combatting these ongoing schemes will likely evolve as the industry matures. Some suggestions for reform include adopting
legacy fraud-prevention techniques for the digital asset ecosystem, such as audits and multi-factor authentication. While the
GENIUS Act was passed in 2025 to set anti-fraud standards for stablecoins, more could be done to prevent fraud across the
broader digital assets ecosystem. More effective anti-fraud action will likely require a dedicated digital assets bill with
cybersecurity and anti-fraud provisions.

Transnational Nature of U.S. Fraud

Over the past few years, the market for fraud and scams has globalized. Currently, Southeast Asia has become a global hotspot of
scam activity, whether perpetrated by international criminal organizations, sovereign states, or international criminal
organizations working in tandem with specific state actors. For example, Chinese criminal organizations have used Southeast
Asia to host large-scale scam centers that exploit global consumers. However, the Chinese government has been selective in its
targeting of fraudulent operations, prosecuting organizations that target Chinese citizens while ignoring those targeting citizens
of other countries. Currently, Americans have become the largest group of citizens targeted by these international Chinese
criminal groups. In 2024, American consumers lost an estimated $5 billion to scam centers linked to Chinese actors. While the
Chinese government, like most sovereign governments, might be expected to prioritize its own citizens, there is credible
evidence that it is leveraging certain scam centers and Chinese criminal organizations to advance its geopolitical aims in the
region.

Many of the scams discussed previously are perpetrated by large international criminal organizations, often worsening the
problem. For example, robocalls and robotexts may originate from “SIM farms” operating not only globally but in the United
States as well. SIM farms are rooms that host servers loaded with SIM cards, sending potentially thousands of scam messages to
victims. Often, workers in these SIM farms are gig workers hired remotely by illicit international gangs through messaging
services like WeChat.

Additionally, facilities across the globe, and particularly in Southeast Asia, run “pig butchering” operations conducted by
international criminal organizations. “Pig butchering” occurs when these organizations build trust over time through online
communication channels before stealing their money and disappearing. How these organizations build trust can vary, but a
common tactic is to target a victim by creating a romantic relationship online. This can be especially hard for law enforcement to
combat, as victims' shame reduces the likelihood of reporting the scam. Unfortunately, workers in these pig butchering schemes
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are often victims themselves of human trafficking. Criminal organizations may target individuals online with promises of
high-paying jobs abroad. Upon arrival, they are then forced to run scams and are often subject to abuse.

Recently, the U.S. has begun ramping up its efforts to combat global scams. For example, in October of 2025, the Department of
Justice seized $15 billion of bitcoin from an individual identified as a founder and chairman of an organization running a
massive “pig butchering” farm. Additionally, the federal government has begun working with other governments to combat
global fraud and scams. The U.S. has partnered with countries where these scams originate to help prosecute criminal
organizations at their source, and with other nations whose citizens fall prey to international scams, to share information about
fraud and target criminals.

Insurance Fraud

Insurance fraud is estimated to cost around $80 billion annually. However, this estimate has not been rigorously recalculated
since it was first developed and focuses entirely on property and casualty insurance. As a result, the actual cost of insurance
fraud on the U.S. economy is likely to be far higher. Generally, insurance fraud includes property and casualty fraud, workers’
compensation fraud, premium fraud (where policyholders or insurers misstate facts to change the premium calculated),
healthcare fraud, Medicare and Medicaid fraud, life insurance fraud, and disability insurance fraud. Currently, the largest types
of insurance fraud are estimated to be correlated with the largest markets, such as life insurance. Insurance companies are
mostly regulated at the state level, and many solutions to reduce it originate with state insurance commissioners. That is not to
say the federal government does not help combat fraud, notably the Department of Justice’s Health Care Fraud Unit focuses on
the prosecution of complex health care fraud matters to help protect federal health care programs and the public. While the
federal government can help combat this type of fraud, state governments will likely remain the primary prosecutors of
insurance fraud and a primary source of support for victims.

Federal Response

The federal government has taken steps to combat the rise of fraud and scams in the United States. The Department of the
Treasury’s Office of Foreign Assets Control (OFAC) has implemented sanctions against individuals and transnational
organizations responsible for operating large scam centers in Southeast Asia. Additionally, OFAC and the Financial Crimes
Enforcement Network (FinCEN) have begun working with the U.K. government’s office responsible for prosecuting fraud to take
action against major international criminal organizations operating scam centers. Additionally, the Department of Justice
recently launched a Scam Center Strike Force to target scam centers in Southeast Asia.

However, more is needed to combat crimes of this nature, especially as fraud has continued to rise in recent years. Law
enforcement at the federal, state, and local level is currently ill-equipped to deter foreign actors from scamming American
victims. In addition, law enforcement tactics, traditionally focused on prosecuting crimes after they occur, have struggled to keep
pace with criminals’ increasing speed and technology. As a result, some have suggested increasing investment in
scam-prevention techniques, updating law enforcement information-sharing tools, streamlining how both financial institutions
and consumers can share information with legal authorities, and creating a national strategy to combat fraud and scams. Since
the recent instances of scams have often been driven by large transnational criminal organizations, sometimes using the money
for human trafficking and terrorist financing, proponents of a national strategy argue that fraud represents a unique national
security threat. However, lawmakers, as always, will need to balance law enforcement spending with other priorities.

In addition to enhanced enforcement capabilities, the Federal Trade Commission and the Federal Communication Committee
can take steps to help combat fraudsters and engage in public education, which most experts believe will help reduce fraudulent
schemes. Specifically, experts have highlighted the need for greater education through federal, state, and private initiatives to
equip consumers with the tools needed to spot fraudulent activity. Additionally, educational tools tailored to victims of fraud,
experts argue, may reduce repeat victimization by providing opportunities to learn and helping to destigmatize victims.
However, some experts argue that while helpful, education alone will be insufficient to combat fraudulent activities.
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Lastly, others have highlighted a need for greater information sharing. Proponents of information sharing point out that more
needs to be done on a federal level to collaborate with cross-industry collaborators and foreign and state governments to share
information and pool resources to effectively combat illicit fraudulent activity. Additionally, others argue that a system-wide
approach may be needed to effectively combat fraud and scams. Experts have highlighted how most frauds and scams start with
communication channels. Whether that is telecommunication networks or social media sites, scammers use and subvert these
channels to build trust and/ or commit criminal activity, often impersonating official sources via text messages, social media,
and phone calls. Some thus argue that combatting this activity must begin at the source, where fraudsters first make contact
with victims, and include tools to fight scams throughout its entire cycle. They argue that more should be done to authenticate a
business or individual using these communications channels and share information amongst social media and
telecommunications companies about potential scams and individuals who may be using their services for nefarious activities.
Additionally, experts have suggested more stringent rules should be propagated both through social media and
telecommunication company user agreements and federal regulations to target scammers when they are first trying to establish
a relationship with a victim, provided that those falsely identified as scammers have the proper and appropriate recourse.
However, firms operating these services contend they continue to make investments in anti-fraud solutions. Additionally, some
contend that these proposals raise possible consumer privacy concerns and opponents argue against the potential of excessive
oversight.

Unfortunately, the U.S. has become awash with fraudulent activity. These scams use older techniques, new technologies, or both
to defraud victims. Furthermore, the rise in fraud and scams has been as much a product of new technologies as of ever-growing
transnational criminal activity, with some arguing that fraud and scams should be considered a national security threat. As more
Americans become concerned about falling victim to scams and others lament that it is inevitable they, too, will be victims, more
can be done to help stop criminal activity. Whether it is state governments, the federal government, foreign governments,
private enterprises, or all of these combined working to combat fraud and scams, lawmakers will need to consider how to
enforce or amend existing laws, propose new laws, and otherwise identify creative solutions to implement.

Links to Other Resources

° American Bankers Association - ABA Welcomes Launch of DOJ Scam Center Strike Force

° American Property Casualty Insurance Association - Examples of Insurance Fraud

° The Aspen Institute Financial Security Program - United We Stand: A National Strategy to Prevent Scams

[ ]

° Coalition Against Insurance Fraud - The Impact of Insurance Fraud on the U.S. Economy

° Department of Justice - Fraud Section, Year In Review 2024

° Mastercard - When it comes to fraud, a sense of insecurity and even inevitability, global survey shows

. NACA - Robocalls & Telemarketing

° New York Times - South Korea Targets Cambodia’s Scam Industry After Kidnappings, Torture and a Death

° Old National - How ATM Fraud is Evolving in 2024

) PIRG - Ringing in Our Fears 2025: Robocalls hit 6-year high

. Treasury Department - Treasury Sanctions Southeast Asian Networks Targeting Americans with Cyber Scams
° Treasury Department - U.S. and U.K. Take Largest Action Ever Targeting Cybercriminal Networks in Southeast Asia
° U.S.-China Economic and Security Review - China’s Exploitation of Scam Centers in Southeast Asia

° Wall Street Journal - Chinese Criminals Made More Than $1 Billion From Those Annoying Texts

° Wall Street Journal - Inside the Online Marketplaces That Enable ‘Pig Butchering’ Scams
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